
Introduction 
 

Mobile devices – smartphones and tablets – must meet certain security requirements: 
confidentiality, integrity and availability. To reach these objectives, smartphones and 
tablets must be protected against a wide range of threats. 

The goal of this paper is to provide organizations with adequate solutions for centralizing 
and managing mobile devices efficiently.  

This paper contains a set of recommendations and best practices necessary for 
organizations that use smartphones and tablets in their business activities and which own 
or wish to implement a centralized mobile device management system. This paper also 
lists the security risks raised by the use of mobile devices and advances solutions for 
their mitigation.   

The recommendations concerning the safety of these devices may be applied both for 
personal devices and for those owned by the company. The stress needs to be on devices 
owned by the company, since more than 66% of companies offer their employees mobile 
devices – smartphones and/or tablets (according to OpenDNS, cited by SC Magazine 
http://www.scmagazine.com/mobile-security-stats/slideshow/805/#0 ).  

 

Mobile devices: characteristics 
Smartphones and tablets are among the most dynamic devices and are, probably, the 
central point of modern electronic technology development. 

By analysing this dynamics, it is hard to give this term a final definition. However, as 
mobile devices continually change, security threats change with them; thus, it is very 
important that we set a basis of the characteristics that define mobile devices: 

• Compact device 
• Includes at least one wireless receptor that can be connected to the Internet – 

through WiFi, cellular data network or any other technology that allows connecting 
to the Internet 

• Has at least one internal data storage media 
• Uses an operating system different from the ones used by laptops and desktop 

computers 
• Apps are available from different sources: preinstalled with the operating system, 

available from the browser, purchased and installed from third parties. 
• Includes features that allow synchronizing with other devices: desktop 

computer/laptop, servers of the organization, servers of the communication 
services provider, other servers etc.  

• One or more photo/video cameras  
• Microphone  
• Support for using external memory devices  

  



The main risks and threats 
Mobile devices must meet at least 3 major security objectives: 
 
   

   
Confidentiality  
the sent/received/accessed 
data are not read by third 
parties 

 

Integrity  
detecting any intentional or 
unintentional changes in the 
sent/received data 

 

Availability  
the user can access data and 
resources whenever he/she 
needs them 

 
 

Often times, mobile devices need additional security features (besides the traditional 
ones used by IT specialists), mainly because, by their very nature, mobile devices are 
more exposed to risks and threats. Before defining a plan for securing mobile devices, 
organizations should define their threat mitigation models. The main threats are 
discussed below. 

 

 

Lack of control over physical security 
Mobile devices are used outside the company’s premises and are thus, exposed to risks 
such as loss, theft or unauthorized access. In planning the security strategy for tablets 
and smartphones, organizations need to take into account the fact that these devices 
could come into the possession of mal-intended third parties who will try to get access to 
the organization’s data and resources.  

The protection strategy for these cases has multiple layers: 

 

Protecting sensitive data by encrypting the data 
stored on the device or by eliminating the possibility 
to store data into the cell phone’s memory (as an 
extreme measure – very hard to put into effect – 
which eliminate all advantages of owning a mobile 
device). 
 
 
 
 
 
 

 

The second protection level involves the use of 
authentication when accessing the mobile device 
and the resources. Most mobile devices use a simple 
PIN – but there can be implemented authentication 
methods based on digital certificates or domain 
authentication. 
 
 



Using networks the company has no control of 
A study by VoiceVault revealed that 51% of mobile device users connect to unsecure 
networks (http://voicevault.com/three-frightening-mobile-security-statistics-will-make-
believer-voice-biometrics/ ). Since mobile devices mainly use non-organizational 
networks for voice and text communications and for connecting to the Internet, 
organizations have no control over the networks their employees use. These 
communications systems are prone to man-in-the-middle attacks that compromise both 
the communication’s integrity and its confidentiality, thus  cancelling out 2 of the 3 basic 
objectives of the mobile devices. 

	  

The risks of using external networks are 
eliminated by strong encryption technologies 
and digital signatures 
	  

	  

Using untrusted third party apps 
Mobile devices are designed so as to allow users to easily find, download and install a 
large variety of apps. This sets the stage for a wide range of security threats, especially 
for devices that have no restrictions to interact with third-party apps.  

 

These risks can be reduced in several ways, 
starting by restricting access to such apps. 
Such a solution is not 100% efficient, since users 
can still access these applications using their 
browsers; and browsers cannot be completely 
blocked because that would defeat the purpose of 
using a mobile device. Instead, a different browser 
that includes a secure sandbox for accessing 
organizational resources can be installed, allowing 
the standard browser to be used freely. 
 

 

Integration with other systems 
Mobile devices can interact with other systems through data storage or synchronization. 
Local interaction often means connecting the device to a laptop or desktop computer 
using a cable. Remote interaction involves installing updates or making a back-up into a 
cloud system. 

 

Risks can be avoided simply by disabling the 
option that allows synchronizing a company-
owned mobile device with a personal 
computer. Another security filter that should 
be taken into account is eliminating the use of 
external back-up services. 
 

 


